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2. Threats to the Natural Gas Subsector

As has been widely reported, natural gas pipelines are increasingly vulnerable to cyber­

and physical attacks.31 Using a standard risk-based analysis, NERC has identified the disruption 
of electric generation supplied by gas  pipelines  as both a higher impact and higher likelihood event, 
due to the supply chain components required to provide adequate gas supply to electric power 

manages and operates the wholesale transmission electricity grid in Ireland and hackers were able to capture 
Eirgrid's encrypted communications. See Catha] McMahon, Exclusive: EirGrid targeted by 'state 
sponsored' hackers leaving networks exposed to 'devious attack', The Independent, available at 
https://www.independent.ie/irish-news/news/exclusive-eirgrid-targeted-by-state-sponsored-hackers­
leaving-networks-exposed-to-devious-attack-36003502.html); (4) spear phishing attack of Irish electric 
utility (On July 17, 2017, it was reported that senior engineers at the Electricity Supply Board, a state­
owned utility which supplies electricity to Northern Ireland and the Republic of Ireland, were sent 
personalized emails containing malicious software "by a group linked to Russia's GRU intelligence 
agency." See Hackers target Irish energy networks amid fears of further cyber attacks on UK's crucial 
infrastructure, available at https://www.independent.co.uk/news/world/europe/cyber-attacks-uk-hackers­
target-irish-energy-network-russia-putin-electricity-supply-board-nuclear-a7843086.html); (5) 
CrashOverride/lndustroyer (On June 13, 2017, NERC issued a Level 1 NERC Alert to inform the electricity 
sector of capabilities found in malware targeting electric industry assets in Ukraine. The malware was 
designed to cause loss of visibility, loss of control, manipulation of control, interruption of communications, 
and deletion of local and networked critical configuration files. CrashOverride was associated with the 
cyber-attack which caused outages in the Ukrainian city of Kiev in December 2016.) (See North American 
Electric Reliability Corporation, Industry Advisory: Modular Malware Targeting Electricity Industry 
Assets in Ukraine (June 13, 2017), available at
 https://www .nerc.com/pa/rrm/bpsa/ Alerts%20DL/NERCAlert_A-2017-06-13-01 _ Modular-Electric­
Industry-Malware.pdt); (6) Grizzly Steppe (December 29, 2016 Joint Analysis Report by OHS and the FBI 
details tools used by Russian intelligence services to compromise and exploit networks and endpoints in 
the U.S.) (See Joint OHS, ODNI, FBI Statement on Russian Malicious Cyber Activity (Dec. 29, 2016), 
avai I able at https://www.fbi.gov/news/pressre I/press-rel eases/j oi nt-dhs-odni-fbi-statement-on-russian­
mal ic i ous-cyber-activity ); and (7) BlackEnergy (On December 23, 2015, Ukrainian power companies 
experienced unscheduled power outages impacting a large number of customers in Ukraine. Power outages 
were caused by remote cyber intrusions at three regional electric power distribution companies 
(Oblenergos) impacting approximately 225,000 customers. BlackEnergy is a Trojan malware designed to 
launch distributed denial-of-service (DOoS) attacks, among other tools to compromise information.) (See 
United States Computer Emergency Readiness Team, IR-ALERT-H-16-056-01, Cyber-Attack Against 
Ukrainian Critical Infrastructure (Feb. 25, 2016), available at https://ics-cert.us-cert.gov/alerts/IR-ALERT­
H-16-056-0 I). 
31 See, e.g., "Cyberattack Shows Vulnerability of Gas Pipeline Network," New York Times, April 4 2018 
https://www.nvtimes.com/2018/04/04/busi ness/energv-environment/pi pel i ne-cvberattack. htm I. Blake 
Sobczak, Hannah Northey and Peter Behr, "Cyber raises threat 
against America's energy backbone," E&E News, May 23, 2017, 
https://www.eenews.net/stories/1060054924/; Blake Sobczak, "FERC Commissioner Sounds 'Call for 
Action' on Pipelines," E&E News, May 29, 2018. 
https://www.eenews.net/energvwire/2018/05/29/stories/l 060082831 
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